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[bookmark: DocumentFor]Introduction
The use of electronic control units (ECUs) to control vehicle systems and provide new features has led to a rise in software updates managed and distributed by vehicle manufacturers. Software updates, which by some estimates now account for half of service costs in modern vehicles, have traditionally been handled using specialized service tools requiring service appointments and vehicle downtime.
Vehicle connectivity makes it possible to deliver software updates remotely over the air, eliminating the disruption and cost of many service appointments. Software updates delivered over the air to avoid service visits could deliver substantial warranty savings to OEMs and convenience for customers, and new feature or app delivery could provide incremental revenue. Future regulatory and cybersecurity requirements for autonomous vehicle safety can be addressed in part via timely delivery of software updates over the air.
We consider six specific user stories:
· Software Update (Conventional-Routine): Non-urgent delivery of a software update to a conventional (human-driven) vehicle, installed when convenient with the permission of the authorized driver or owner where required.
· Software Update (Conventional-Urgent): Software update critical enough to require a message to the human driver that an update is needed as soon as possible and should be installed (with driver permission where required) as soon as practical.
· Software Update (Autonomous-Routine): Non-urgent delivery of a software update to an autonomous (self-driving) vehicle; a routine delivery of new software that can be installed when convenient (such as when refueling or charging).
· Software Update (Autonomous-Urgent): Software update critical enough to order a self-driving vehicle to exit the roadway and secure itself until the update can be installed to the relevant systems. We should anticipate future legal or regulatory requirements for these capabilities.
· Software Update (Without Infrastructure): Software update delivery outside network service provider coverage. A vehicle is outside of V2I/V2N coverage and enters the C-V2X range of another vehicle with the appropriate software update available.
· Software Update (Vehicle to Workshop): Software update delivery in a specific context, such as a dealership, workshop, or fleet parking facility. A vehicle enters an area where a “private” C-V2X capability / RSU can quickly deliver a software update directly to the vehicle.

Some key assumptions in this use case:
· Transferring vs. Applying Software Updates: we assume the host vehicle has a gateway module / control agent onboard to manage downloading, storing, and managing software updates. The details of this management could vary, the specifics of applying the software update to individual ECUs may differ by vehicle manufacturer and ECU, and both are outside the scope of this document.
· Conventional vs. Autonomous / Self-Driving Vehicles: expectations, especially for urgency in self-driving car updates will differ. Here we assume the first autonomous vehicles will be operated by fleets who constitute a “controlling party,” but we allow for private ownership, too.
· Common cases will likely require the vehicle to be safely stopped and secured for a period of time in order to apply a software update. Some non-safety-critical updates, such as infotainment updates, can also be applied in a moving vehicle.
· Routine vs. Urgent software updates. We envision cases where critical security or safety issues demand prompt action, perhaps even required by regulation or legal precedent. This could range from asking a human driver permission to apply an update the next time the car is parked to ordering a self-driving car to safely exit the roadway as soon as practical to apply an update.
· This use case does not dictate a specific approach for delivering a software image to a vehicle; it tries to define the what, not the how of delivering an update. For example, a software image could be delivered directly from a cell site to a specific vehicle, or a broadly-applicable image might be delivered using a distributed approach between multiple cell sites and vehicles similar to bittorrent. Pieces of a software update could be delivered out of order, as long as the completed software image is eventually assembled on the target vehicle and validated.
· Provisions should be made to deliver images between cell sites / RSUs and vehicles, or vehicle-to-vehicle, especially in cases where vehicles are out of range of other infrastructure. Vehicle-to-vehicle capability would also be valuable for fleets, where many similar vehicles could be parked near each other for refueling, charging, or other maintenance.
· With the addition of a “delivery priority” concept, the same mechanisms could be used to deliver urgent but noncritical data like nearby navigation map tiles when the information has rapidly changed.


1 Use Case Description   
	Use Case Name
	Software Update

	User story
	Vehicle manufacturer updates electronic control module software for targeted vehicles. 

	Category
	Convenience, Maintenance, Safety

	Road environment
	Intersection | Urban | Rural | Highway | Other

	Short Description 
	· Vehicle Manufacturer or Controlling Authority publishes software updates for one or more electronic control units (ECUs) on targeted Host Vehicles (HVs). 

	Actors
	· Host Vehicle (HV)
· Vehicle Manufacturer
· Controlling Authority (could be fleet operator, owner / user onboard, etc.)
· Human Driver

	Vehicle roles
	· HV represents the targeted vehicle for an intended software update.

	Roadside infrastructure roles
	Not applicable 

	Other Actors’ roles
	· Vehicle Manufacturer publishes software updates
· Vehicle Controlling Authority publishes software updates or approves installation of software update

	Goal
	Deliver software updates to targeted vehicles.

	Needs
	· Vehicle manufacturer needs to distribute software updates.
· Vehicle manufacturer needs to notify HV in case of urgently-needed update
· Vehicle manufacturer needs to ensure secure delivery of authentic software updates to HV
· HV needs to download and install software updates
· HV owner may need to accept or approve application of software updates
· HV owner needs to accept or reject free optional software updates
· HV owner needs to purchase or reject optional software updates with new features

	Constraints / Presumptions 
	· Vehicle manufacturer targets an update for a list of vehicles
· A software update may depend on minimum ECU hardware versions, other ECU software versions, or on a chain of previous software versions.
· Scenarios may differ between conventional and autonomous cars
· HV includes capabilities to download, store, manage, and install software. In many cases a device (or devices) may provide these capabilities for a group of ECUs, while other ECUs may provide these capabilities for themselves.
· A coordinated software update may involve a group of ECUs 
· A software update may be routine (non-urgent) or urgent
· A software update may be mandatory or optional
· Software updates may vary in size, depending on target ECU(s). Sizes from less than 1MB to more than 32GB must be considered.
· Software download must be secure, and the integrity of the downloaded update must be assured (e.g. image signing, etc.)
· A software update might be rolled back
· Where feasible, HVs will retain one previous software version to facilitate rollbacks.  If this is not feasible, any single SW update package and process should include the capability to roll back the updates contained in that package in case the planned update cannot complete.
· There might need to be multiple, staged updates to move the vehicle systems to the current, recommended or required versions.  For example, the steps might include:  ECU1 updated from v2.1 to v2.4, then updated from v2.4 to v3.1.  ECU2 updated from v5.0 to v6.0 to v7.0 to v7.1.  This can be done in one update sequence, but could increase update package size and would affect update timing.
· It may be possible that intermediate update stages (e.g., ECU1 at v2.4 and ECU2 at v6.0) may not be considered compatible or safe, so the entire update sequence may need to be completed before the function or vehicle can be used.
· Downloading software updates must not adversely affect the performance of safety features. 

	Geographic Scope
	· Global

	Illustrations 
	Not applicable

	Pre-Conditions
	· Vehicle manufacturer or controlling authority publishes a software update for a target list of HVs 

	Main Event Flow
	· Vehicle manufacturer or controlling authority posts a mandatory software update and notifies targeted HVs of the new software version on affected ECUs.
· Update can be characterized as routine (non-urgent) or urgent and could target conventional (human-driven) or autonomous (self-driving) vehicles.
· In case of “urgent” updates, an “Urgent Update Required” message is sent to the vehicle, and handled as in the user stories below.
· HV receives notification and starts downloading the software update
· HV may download segments of the software update at opportune moments that do not affect the performance of safety features or other driver-facing features such as voice calls or streaming content, or to accommodate changing network availability.
· HV may pause and continue downloads as needed; it should not re-start a large download from the beginning and may receive parts of the download out of order. Thus the download is “reliable” even given any gaps in coverage or delays caused by higher-priority uses of available bandwidth, or switching between multiple communications mechanisms.
· When HV completes downloading the posted software update
· [bookmark: OLE_LINK5][bookmark: OLE_LINK6]HV should either retain a copy of the previously-installed version of software in case of an issue with the update that requires reverting to the previous version or have a mechanism to reverse the changes contained in the SW update package.
· HV receives approval from human driver (conventional, if required) or controlling authority (autonomous) to install the software update. Such a separate step after package download is not always mandatory.
· [bookmark: OLE_LINK3][bookmark: OLE_LINK4]HV installs the downloaded software update at a safe, appropriate, driver-approved (where required) time.
· HV notifies vehicle manufacturer and controlling authority of update completion and an updated manifest of ECUs, installed software versions, retained rollback versions, any relevant download rate and installation statistics, etc. as appropriate for the SW update process.

	Alternative Event Flow

	· Vehicle manufacturer posts an optional software update and notifies targeted HVs of the new software version and features on affected ECUs
· HV owner is notified of the optional software update, its new features and cost if applicable
· If HV owner accepts or purchases the update;
· HV starts downloading the software update
· HV may download segments of the software update at opportune moments that do not affect the performance of safety features or other driver-facing features such as voice calls or streaming content.
· HV may pause and continue downloads as needed; it should not re-start a large download from the beginning and may receive parts of the download out of order. Thus the download is “reliable” even given any gaps in coverage or delays caused by higher-priority uses of available bandwidth, or switching between multiple communications mechanisms.
· When HV completes downloading the posted software update;
· HV should either retain a copy of the previously-installed version of software in case of an issue with the update that requires reverting to the previous version, or else have a mechanism to reverse the changes contained in the new SW update package.
· HV installs the downloaded software update at a safe, appropriate, driver-approved (where required) time
· [bookmark: OLE_LINK7][bookmark: OLE_LINK8]HV notifies vehicle manufacturer and controlling party of update completion and an updated manifest of ECUs, installed software versions, retained rollback versions, any relevant download rate and installation statistics, etc. as appropriate for the SW update process.

	Post-Conditions
	· Mandatory software updates are deployed on target HVs. 
· Optional software updates are either rejected or deployed on target HVs

	Service-Level KPIs
	· Download time
· Download size
· Reliability

	Information Requirements  
	· Urgency / Criticality of Update
· HV’s list of ECUs with current software versions
· Vehicle Manufacturers latest software versions per ECU on each HV
· Any dependencies between ECUs and software versions
· HV’s software update download progress
· HV’s software update installation progress



2 Extended User Stories 
2.1 Software Update (Conventional-Routine)
	[bookmark: _Hlk519047619]User Story
	Detailed description, specifics and main differences to the user story in the main template

	Software Update (Conventional-Routine)
	The “normal” case requiring a software update in a conventional (non-autonomous) vehicle. Software download and software installation are separate.
The software is downloaded securely and reliably, as coverage and bandwidth are available. Its transmission must not adversely affect any safety-critical or user experience-critical functions.
The driver is asked for consent to install the software when appropriate.
Software installation is a separate process that occurs when safe and convenient. It may also vary depending on the vehicle manufacturer, model, and specific ECUs. For example, a non-critical system might be updated any time but a safety-critical system might only be updated when the vehicle is securely parked and will not be used for an extended period. 



2.2 Software Update (Conventional-Urgent)
	[bookmark: _Hlk519047879]User Story
	Detailed description, specifics and main differences to the user story in the main template

	[bookmark: _Hlk519048209]Software Update (Conventional-Urgent)
	Urgent need for software update in a conventional (human-driven) vehicle.
Driver is alerted to the need for an update. This could be similar to a “check engine” light or other alert. Unless otherwise mandated, the SW is downloaded automatically by the vehicle.  Where required, the driver is asked for consent to install the software as soon as safe and appropriate.  If consent is not required, the vehicle may choose to perform the installation when appropriate, and the driver may be notified before, during, and/or after.
The software is downloaded securely and reliably, as coverage and bandwidth are available. Its transmission should not interrupt any safety-critical functions.
Where required, the driver is asked for consent to install the software when appropriate.
Software installation proceeds as in the case above. 



2.3 Software Update (Autonomous-Routine)
	User Story
	Detailed description, specifics and main differences to the user story in the main template

	[bookmark: _Hlk519048237]Software Update (Autonomous-Routine)
	The “normal” case requiring a software update in an autonomous (self-driving) vehicle. 
The controlling party is asked for consent to install the software, potentially specifying preconditions (e.g. no passengers aboard, during off-peak hours, during next refueling / recharging, etc).
The software is downloaded securely and reliably, as coverage and bandwidth are available. Its transmission must not adversely affect any safety-critical or user experience-critical functions.
Software installation is a separate process that occurs when safe and the controlling party conditions are met. 



2.4 Software Update (Autonomous-Urgent)
	User Story
	Detailed description, specifics and main differences to the user story in the main template

	Software Update (Autonomous-Urgent)
	Urgent need for critical software update in an autonomous (self-driving) vehicle. In this case, the first priority may be to order the vehicle to safely exit the roadway and park.
The controlling party is informed of a critical need for an update and agrees to the vehicle state requirements to perform the download and update (e.g., in route or stopped, passengers onboard or empty, etc.). With controlling party’s consent regarding the conditions, the vehicle update is performed, which may require steps to stop in a safe location and inform passengers on board.  Once the controlling party agrees to the conditions, the updates are downloaded to target vehicles, while necessary requirements for update installation (like safely parking) are addressed in parallel.
If passengers are aboard, the controlling party (e.g. fleet operator) or vehicle informs passengers of the situation and attends to their comfort and safety. For example, another vehicle may be dispatched to carry the passengers to their destinations.
Assuming no passengers are aboard OR the download and installation can be completed with high confidence quickly (within minutes), the software download and installation proceed as in the routine case, but with a higher delivery priority (i.e. streaming or other content downloads take lower priority).
In cases of longer update installation durations, passengers may be transferred to another vehicle and the download will occur as if routine while the vehicle is parked. However, the high cost of an expensive autonomous vehicle sitting idle while another is needed to deal with passengers, or any time the update can be accomplished more quickly than the arrival of a replacement vehicle, make the “update while you wait” scenario more compelling.



2.5 Software Update (Without Infrastructure)
	User Story
	Detailed description, specifics and main differences to the user story in the main template

	Software Update (Without Infrastructure)
	Software update delivery outside network service provider coverage. A vehicle is outside of V2I/V2N coverage and enters the C-V2X range of another vehicle with the appropriate software update available.
For example, two or more similar vehicles from the same managed fleet arrive in close proximity to transfer cargo, refuel / recharge, or for the explicit purpose of receiving an update or other maintenance.
· Assumes a site outside network service or roadside infrastructure coverage where at least two vehicles come into close proximity of each other.
· At least one vehicle (the “serving vehicle”) holds the appropriate software update and can serve as a secure download server to the target vehicle(s).
· Before the software transfer is initiated, the system in the serving vehicle identifies the target vehicle(s) and the need for software updates. This process may be done through a bulletin published by the serving vehicle which identifies vehicles needing specific updates.
· The driver (human or robot) is informed that a critical update is in progress and that the vehicle should not be powered down or driven until update completion.
· The download must happen over a short period while the vehicles are in close proximity of each other.



2.6 Software Update (Vehicle to Workshop)
	User Story
	Detailed description, specifics and main differences to the user story in the main template

	[bookmark: _Hlk519048311]Software Update (Vehicle to Workshop)
	Software update delivery in a specific context, such as a dealership, workshop, or fleet parking facility. A vehicle enters an area where “private” C-V2X capability / RSU can quickly deliver a software update directly to the vehicle.
For example, a vehicle enters a workshop for a brief service such as changing tires or replacing fluids, and relevant software updates are available. The software is delivered quickly via a direct C-V2X connection while other services are performed. This reduces total downtime and provides updates in a safe situation where technicians are available in case of anomaly, taking advantage of close range and unlicensed spectrum.
· Assumes a controlled environment such as a dealership / workshop, fueling / charging station, or fleet parking facility.
· The download must be completed quickly with the car stationary, with systems powered on to handle the transfer and installation.
· The driver (human or robot) and technician (if applicable) are informed that a critical update is in progress and that the vehicle should not be powered down or driven until update completion.
· Before the software transfer is initiated, the secure local RSU identifies the target vehicle(s) and the need for software updates. This process may be done through a bulletin published by the RSU which identifies vehicles needing specific updates.




3 Performance Requirements
	KPI Title
	KPI Value
	Explanations/Reasoning/Background

	Payload (Bytes)
	N/A
	

	Tx rate (Message/ Sec)
	N/A
	

	Max end-to-end latency
(ms)
	50
	

	Reliability (%)
	99.9999%
(10^-6)
	

	Data rate (Mbps)
	280 Mbps
	

	Min required communication
 range (meters)
	N/A
	



4 Notes and Discussion
4.1 Software Update Sizes
Requirements for software update sizes vary widely. For example, there are current examples of 1.5GB updates provided today, and even updates as large as 32GB described. While many updates may be smaller (since many ECUs have smaller images), we must accommodate these large image sizes.
Of course, there will likely be opportunities to compress images or deliver “deltas,” or only the portions of the images which have changed, thus reducing the real-world demands on the network. However, there are cases where OEMs have decided not to use such techniques, or where they may consider them less practical or desirable. So, the user stories include the broader range of sizes, based on real OEM examples and estimates where needed.
5 Conclusion
In this contribution we have presented a use case description and user stories for software updates with corresponding service level requirements. We consider routine and urgent cases in both conventional and autonomous vehicles, as well as scenarios without infrastructure and scenarios using private infrastructure in a specific context.
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